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About GNUCITIZEN

ċThink tank

àInvolved in research

àPublic/independent

àPrivate/commercial

ċEthical hacker outfit

àResponsible disclosure

àWe have nothing to hide

ċThe only active tiger team in the UK

àProud to have some of the best pros in our team



About GNUCITIZEN

ċWe like to contribute!

àwww.gnucitizen.net

àwww.gnucitizen.org

àwww.securls.com

àwww.hakiri.org

àwww.houseofhackers.org

àwww.spinhunters.org

ċWe also need to pay the bills (duh!)

àwww.gnucitizen.com

http://www.gnucitizen.net/
http://www.gnucitizen.org/
http://www.securls.com/
http://www.hakiri.org/
http://www.houseofhackers.org/
http://www.spinhunters.org/
http://www.gnucitizen.com/


Cracking into embedded
devices and beyond!

Practical overview of offensive techniques against embedded devices



The drive behind this research

ċMany embedded devices are much easier to 
compromise than modern desktop/server 
systems

àYet not much public research as compared to other 
sec research fields

ċFocused on HTTP, UPnP, SNMP and Wi-Fi

ċAttacking the web console is one of the easiest 
ways to own the target device

àCheck out the router hacking challenge if you donôt 
believe us! [link]

http://www.gnucitizen.org/projects/router-hacking-challenge/


Scope of type of environments

ċHome/SOHO

ċCorporate

ċIn other words, this research affects:

àDevices used by users or small offices

àDevices used in corporate environments



Focus on remotely exploitable bugs

ċYes, local network attacks are cool, but this 
wasnôt the focus of my research

ċTwo types of remote attacks:

àClassic server-side attack: no interaction required 
from victim user. Probe daemon on device directly

àNew generation victim-user-to-server attack: target 
daemon available on LAN interface only (NOT 
WAN). Exploit relies internal user as a proxy to 
attack device from inside the network



Demo time: owning cameras 
Hollywood style!

axis-defacer.sh 
demo tool


